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Manually Configuring Windows XP for Wireless PittNet

Overview

The University of Pittsburgh’s Wireless PittNet service provides wireless network access to all University of Pittsburgh students,
faculty, and staff. Windows users can connect to Wireless PittNet in one of two ways. The recommended method is to use the
PittNet Complete CD to automatically configure your computer to connect to Wireless PittNet with the Cisco Secure Services client.
You can also use the instructions provided below to manually configure your Windows XP computer to use Wireless PittNet.

Before You Get Started
Before connecting your Windows XP computer to the wireless network, you will need the following:

e 802.11 b/g-compliant wireless network card that supports the 802.1x standard and WPA (Wi-Fi Protected Access)
¢ Avvalid University Computer Account

Configuring the Windows XP Client

To configure the Windows XP client for Wireless PittNet, complete the following steps.

1. Double click on the Wireless Network Connection icon in the system tray of the computer (located near the time display in the
bottom right corner of your screen).

2. Inthe Wireless Network Connection window, click on Change advanced settings.

[} 'Wireless Network Connection x|

Network Tasks . | Choose a wireless network
g Refresh network list Click an item in the st below to connect ko a wireless network in range or to get more

) Set up a wireless network
fior a home or small office:

| Related Tasks
i) Learn about wireless
networking

0¢ ‘Change the order of
preferred networks

“4» Change advanced
settings
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3. Click the Wireless Networks Tab.

-4 Wireless Network Connection Properties 2 x|
General §wieless Networks| Advanced I

Connect using:

Im Intel(R] PRO Awfireless 3945ABG Met

This connection uzes the following items:

Ell:lient for Microzoft Metworks ﬂ
.@ Service ddverizing Protocaol
E’. File and Printer Sharing for Microzoft Metwarks

network.

S AEGIS Protocol [IEEE 802.1#] +3.4.9.0 hd
1 »
Ingtall... | Uningtal | Froperties |
— Description

Allows pour computer to access resources on a Microsoft

v Show icon in notification area when connected
v Matify me when this connection has limited or ho connectivity

[u]4 | Cancel |

4. Check to see if WIRELESS-PITTNET displays under the Preferred networks list. If it does, highlight it, click the Properties
button, and proceed to step 10. If it does not, proceed to step 5.

5. IfWIRELESS-PITTNET is not listed under Preferred networks, click the Add button.
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L Wireless Network Connection Properties 2 x|

General  Wireless Networks IAdvancedI

¥ Use Windows to configure my wireless netwaork setiings

—Awailable netwarks:

To connect to, dizconnect from, or find out more infarmation
about wireless networks in range, click the button below.

Wiew Wirsless Metwark s |
[ Preferred networks:

Automatically connect to available networks in the order listed
below:

G WIRELESS-PITTNET [Automatic)
Move down |

Add. Remave Properties |
Learn about getting up wireless network Advanced |
configuration,

(]9 | Cancel |

~ Preferred network s
Automatically connect to available nebworks in the order listed
bedom:
M ave down |
Add... Femove Froperties |
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6. Inthe Network name (SSID) field, enter WIRELESS-PITTNET.

7. Inthe Network Authentication field, select WPA.

8. Inthe Data encryption field, select TKIP.

9. Make sure the box is unchecked next to This is a computer to computer (ad-hoc) network; wireless access points are not

used.

10. Click the Authentication tab.

Wireless network properties

Agzzocigtion | Authentication I Connectionl

(Network name [S5I0]: IWIHELESS-PITTNET ]

—Wirglezs network key

Thiz network requires a key for the Following:

MNetwork Authentication: IW'F'A j

Data encryption: TEIP -

[t ark ke I

Eanfirm network key: I

Keyinder (advanced]: |1 _lj

| Tke keyis provided for me automatizally

[ Thiz is 2 computer-to-computer [ad hoc) netwark; wirsless
acocess points are not uged

0K I Cancel I

WIRELESS-PITTNET properties

Azsociation |Authentication | Connection

11. Inthe EAP type: field, select Protected EAP (PEAP).

12. Make sure the box is unchecked next to Authenticate as computer when computer information is unavailable.

13. Make sure the box is unchecked next to Authenticate as guest when user or computer information is unavailable.
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WIRELESS-PITTNET properties 2x|

Agsociation  Authertication |E0nnection|

Select this aption to pravide authenticated network aceess far
wireless Ethenet netwarks.

[#| Eriable [EEE 802 authertization for s retisr

(EAF' (e | Frotected EAP [PEAP] ]

Froperties |

[~ Authenticate as computer when computer information is
available

[~ Authenticate as guest when user or computer information is
unavailable

ok I Cancel
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14. Click the Properties button.

E&P twpe:

15. Make sure the box is unchecked next to Validate Server Certificate.

16. Check the box next to Enable Fast Reconnect.

17. Click the Configure button.

Protected EAP Properties 2x|

wWhen ronneching:
~

L walidate server certificate

]
J

I_ Connect o these servers:

Trusted Raot Eertfication Sutherities:

O 4B4.ECOM Root CA i’
O america Cnline Roat Certification Authority 1

O autoridad Certificadora de la Asoriacion Macional del Motaria

O autoridad Certificadora del Colegio Macional de Carreduria P,
3 ealtimore EZ by DST

D Belgacom E-Trust Primary CA

D CRM HET Securehlet Ca Class & -
4| |

I~ Dot prompt user ba authotize new servers or brusted
cerkification authorities.

Select Authentication Method:

ISecured password (EAP-MICHAP v2) j |
1 ¥ Enahle Fast Recannect I

CK I Cancel |

18. Uncheck the box next to Automatically use my Windows logon name and password (and domain if any), and then click OK.

EAP MSCHAPYZ Properties E[

Wwhen connecting:

Autornatically uze my ‘Windows logon name and
pazeword [and domain if any].

0K I Cahcel |

19. Click OK to exit the Protected EAP Properties window.

20. Click the Connection tab.
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21. If you would like to connect to Wireless PittNet automatically when you are in a location with Wireless PittNet service, check the
box next to Connect when this network is in range. If you do not want to automatically connect, leave this box unchecked.

22. Click OK to exit the Wireless Network Properties window.

23. WIRELESS-PITTNET should now display in the Preferred Networks list. Click OK to exit. You have successfully

configured the Windows XP client.

After you have configured the Windows XP client, just follow these steps each time you want to connect to Wireless PittNet.

WIRELESS-PITTNET properties 2|

Associationl Authertication Connection |

Automatic connection

Whenever thiz network is detected, Windows can connect

ta it autamatically.
' [T Connect when this netwark i in range]

(o] e |

L Wireless Network Connection Properties

General ‘wireless Metwarks IAdvancedI

¥ Use Windows to configure my wireless netwark settings

2=

~ Awailable networks:

To connect ta, disconnect from, or find aut mare information
about wireless networks in range, click the button below.

Wiew Wireless Metworks

i~ Prefemed networks:
Automatically connect to available networks in the order listed
below:

(@ wiReLESS PITTNET (automatic) | | [ Wovein |

Mowe down |

Add... Remove Properties |
Learn about zetting up wireless network Advanced |
confiquration.
()8 | Cancel |

Connecting to Wireless PittNet

Remember to take your computer in the vicinity of one of the wireless access locations listed on wireless.pitt.edu before you begin
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1. Double click on the Wireless Network Connection icon in the system tray of the computer (located near the time display in the
bottom right corner of your screen).

2. Highlight WIRELESS PITTNET in the Wireless Network Connection window and click Connect.

“Mekwiork Tasks - Choose a wireless network

g Refresh netwark list Click an item in the kst below to connect to a wireless network in range or to get more
information.

) Set up a wireless network ((w]) WIRELESS-PITTHET
for a home or small office 7

 Related Tasks

v conmeck bo khis

i Learn about wireless
networking

i‘g Change the order of
preferred networks

4 Change advanced
settings

GonmeEct |

3. Enter your University Computer Account username and password where prompted. Leave the Logon domain field blank, and
click OK.

Enter Credentials ] x|

-~
User name:

Password: I
¥

Logon domain:

oK I Cancel
4. You have successfully connected to Wireless PittNet!
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Disconnecting from Wireless PittNet
To disconnect from Wireless PittNet, complete the following steps.

1. Right click the Wireless Network Connection icon and select View Available Wireless Networks.

Dizable
Status
Repair

Wiew Available W

Change Windows Firewall settings

Open Metwork Ga

2. Highlight WIRELESS-PITTNET and click Disconnect.

%!l ¥ireless Network Connection 2 |z|

Nebwork Tog Choose a wireless network

g« Refresh network lisk Click an item in the lisk Below to connect to & wireless netwark in range or to get more
infFarmation,

Connected ¥

<2 et up a wireless netwark
far a home or small office

Related Tasks

j) Leatn about wireless
networking

Change the order of
preferred networks

'gli Change advanced
sethings

Disconneck

Questions and Feedback

The Technology Help Desk at 412 624-HELP [4357] is available 24 hours a day, seven days a week to answer your technology-
related questions. Questions can also be submitted via the Web at technology.pitt.edu.

File: Manually Configuring Windows XP for Page 7 of 7 Rev: 0.1
Wireless PittNet



